1.1 Cleartext Submission of Password

Here is the process:

® To capture a login request using Burp Suite, follow these detailed steps. Begin by accessing the URL
https://api.iob.in in your browser. Next, you need to configure the browser's proxy settings to route traffic
through Burp Suite. To do this, go to the browser's proxy settings and set the address to 127.0.0.1 with
the port number 8080, then save these settings.

® After configuring the browser, open the Burp Suite application. Within Burp Suite, navigate to the Proxy
tab and select Options. Here, click on the "Add" button to create a new proxy listener. In the dialog that
appears, set the port to 8080 and the IP address to 127.0.0.1, then save these changes.

® Next, go to the Intercept tab within Burp Suite and ensure that intercept mode is turned on. This mode
allows Burp Suite to capture and display the HTTP requests sent from your browser.

® \With these settings in place, return to your browser and navigate to the web application where you need
to provide your login details. Enter the required information and click the sign-in button. Because
intercept mode is enabled, Burp Suite will capture the login request, allowing you to inspect and analyze
the details of the request.

® By following these steps, you can effectively capture and analyze the login request using Burp Suite, which
is useful for various security testing purposes
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